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Abstract
We consider a sequential setting in which a single dataset of individuals is used to
perform adaptively-chosen analyses, while ensuring that the differential privacy loss
of each participant does not exceed a pre-specified privacy budget. The standard
approach to this problem relies on bounding a worst-case estimate of the privacy
loss over all individuals and all possible values of their data, for every single
analysis. Yet, in many scenarios this approach is overly conservative, especially
for “typical” data points which incur little privacy loss by participation in most of
the analyses. In this work, we give a method for tighter privacy loss accounting
based on the value of a personalized privacy loss estimate for each individual in
each analysis. The accounting method relies on a new composition theorem for
Rényi differential privacy, which allows adaptively-chosen privacy parameters. We
apply our results to the analysis of noisy gradient descent and show how existing
algorithms can be generalized to incorporate individual privacy accounting and
thus achieve a better privacy-utility tradeoff.
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Introduction

Understanding how privacy of an individual degrades as the number of analyses using their data
grows is of paramount importance in privacy-preserving data analysis. On one hand, this allows
individuals to participate in multiple statistical analyses, all the while knowing that their privacy
cannot be compromised by aggregating the resulting reports. On the other hand, this feature is crucial
for private algorithm design — instead of having to reason about the privacy properties of a complex
algorithm, it allows reasoning about the privacy of the subroutines that make up the final algorithm.
For differential privacy [9], this accounting of privacy losses is typically done using composition
theorems. Importantly, given that statistical analyses often rely on the outputs of previous analyses,
and that algorithmic subroutines feed into one another, the composition theorems need to be adaptive,
namely, allow the choice of which algorithm to run next to depend on the outputs of all previous
computations. For example, in gradient descent, the computation of the gradient depends on the value
of the current iterate, which itself is the output of the previous steps of the algorithm.
Given the central role that adaptive composition theorems play for differentially private data analysis,
they have been investigated in numerous works (e.g. [10, 16, 8, 20, 19, 3, 22, 5, 23]). While they
differ in some aspects, they also share one limitation. Namely, all of these theorems reason about
the worst-case privacy loss for each constituent algorithm in the composition. Here, “worst-case”
refers to the worst choice of individual in the dataset and worst choice of value for their data. This
pessimistic accounting implies that every algorithm is summarized via a single privacy parameter,
shared among all participants in the analysis.
In most scenarios, however, different individuals have different effects on each of the algorithms,
as measured by differential privacy. More precisely, the output of an analysis may have little to no
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dependence on the presence of some individuals. For example, if we wish to report the average
income in a neighborhood, removing an individual whose income is close to the average has virtually
no impact on the final report after noise addition. Similarly, when training a machine learning model
via gradient descent, the norm of the gradient defined by a data point is often much smaller than
the maximum norm (typically determined by a clipping operation). As a result, in many cases no
single individual is likely to have the worst-case effect on all the steps of the analysis. This means
that accounting based on existing composition theorems may be unnecessarily conservative.
We present a tighter analysis of privacy loss composition by computing the associated divergences
at an individual level. In particular, to achieve a pre-specified privacy budget, we keep track of a
personalized estimate of the divergence for each individual in the analyzed dataset and ensure that
the respective estimate for all individuals is maintained under the budget throughout the composition.
1.1

Preliminaries
def

We let S = (X1 , . . . , Xn ) denote the analyzed dataset, and S −i = (X1 , . . . , Xi−1 , Xi+1 , . . . , Xn )
the analyzed dataset after removing point Xi . If the algorithm requires an input of fixed size, one can
obtain the same results for algorithms that replace Xi with an arbitrary fixed element X ? (e.g. 0).
Our analysis makes use of Rényi differential privacy (RDP), a relaxation of differential privacy (DP)
based on Rényi divergences which often leads to tighter privacy bounds than analyzing DP directly.
For two random variables X, Y , we denote by Dα (XkY ) the Rényi divergence of order α between
the distribution of X and the distribution of Y .
Definition 1.1 ([19]). A randomized algorithm A is (α, ρ)-Rényi differentially private (RDP) if for all datasets S = (X
 1 , . . . , Xn ) and i ∈ [n], it holds that
max{Dα A(S)kA(S −i ) , Dα A(S −i )kA(S) } ≤ ρ.
Although our guarantees will be stated in terms of RDP, RDP can easily be converted to DP [19].
Our main object of study is adaptive composition. Here, for a given input dataset S and a sequence
of algorithms (At )kt=1 , one sequentially computes reports at = At (a1 , . . . , at−1 , S) as a function of
def

previous reports and the input dataset. We denote by A(k) (S) = (a1 , . . . , ak ) the output of k steps
of adaptive composition. If At (a1 , . . . , at−1 , ·) is (α, ρt )-RDP for all values of a1 , . . . , at−1 , then
Pk
the standard adaptive composition for RDP says that A(k) is (α, t=1 ρt )-RDP [19]. Note that the
parameters ρ1 , . . . , ρk are independent of the specific reports a1 , . . . , ak obtained in the composition.
Our individual accounting relies on an RDP version of personalized differential privacy [13].
Definition 1.2 (Individual RDP). Fix n ∈ N and a data point X. We say that a randomized algorithm A satisfies (α, ρ)-individual Rényi differential privacy for X if for all
datasets S = (X1 , . . . ,Xm ) such that m ≤
 n and Xi = X for some i, it holds that
max{Dα A(S)kA(S −i ) , Dα A(S −i )kA(S) } ≤ ρ.

2

Individual privacy filtering

It is straightforward to measure the worst-case effect of a specific data point on a given analysis: one
can simply replace the supremum over all datasets in the standard definition of (removal) differential
privacy with the supremum over datasets that include that specific data point (as in Definition 1.2).
Indeed, such a definition was given in the work of Ebadi et al. [13] and a related definition is given
by Wang [24]. However, a meaningful application of adaptive composition with such a definition
immediately runs into the following technical challenge. Standard adaptive composition theorems
require that the privacy parameter of each step be fixed in advance. For individual privacy parameters,
this approach requires using the worst-case value of the individual privacy loss over all the possible
analyses at a given step. Individual privacy parameters tend to be much more sensitive to the analysis
being performed than worst-case privacy losses, and thus using the worst-case value over all analyses
is likely to negate the benefits of using individual privacy losses in the first place.
Thus the main technical challenge in analyzing composition of individual privacy losses is that they
are themselves random variables that depend on the outputs of all the previous computations. More
specifically, if we denote by a1 , . . . , at−1 the output of the first t − 1 adaptively composed algorithms
A1 , . . . , At−1 , then the individual privacy loss of any point incurred by applying algorithm At is a
2

function of a1 , . . . , at−1 . Therefore, to tackle the problem of composing individual privacy losses we
need to understand composition with adaptively-chosen privacy parameters in general.
This setting is rather subtle and even defining privacy in terms of adaptively-chosen privacy parameters
requires some care. This setting was first studied by Rogers et al. [22], who introduced the notion of
a privacy filter. Informally, a privacy filter is a stopping time rule that halts a computation based on
the adaptive sequence of privacy parameters and ensures that a pre-specified privacy budget is not
exceeded. Rogers et al. define a filter for approximate differential privacy that asymptotically behaves
like the advanced composition theorem [10], but is substantially more involved and loses a constant
factor. Moreover, several of the tighter analyses of Gaussian noise addition require composition to be
done in Rényi differential privacy [1, 19].
Our main result can be seen as a privacy filter for Rényi differential privacy (RDP) whose stopping
rule exactly matches the rate of standard RDP composition [19].
Theorem 2.1. Fix any B ≥ 0, α ≥ 1. Suppose that At is (α, ρt )-Rényi differentially private, where
Pk
ρt is an arbitrary function of a1 , . . . , at−1 . If t=1 ρt ≤ B holds almost surely, then the adaptive
composition of A1 , . . . , Ak is (α, B)-Rényi differentially private.
This theorem implies that stopping the analysis based on the sum of privacy parameters so far is valid
even with adaptive privacy parameters. Our RDP filter immediately implies a filter for approximate
differential privacy that is as tight as any version of the advanced composition theorem obtained via
concentrated differential privacy [3]. These Rényi-divergence-based composition analyses are known
to improve upon the rate of Dwork et al. [10] and, in particular, improve on the results in [22].
Theorem 2.1 allows us to define an individual privacy filter, which adaptively drops points from the
analysis once their personalized privacy loss estimate exceeds the privacy budget. At every step t, the
filter determines an active set of points St ⊆ S based on cumulative estimated losses, and applies At
(i)
only to St . We let ρt denote the individual RDP parameter of order α of At for point Xi .
Algorithm 1 Adaptive composition with individual privacy filtering
input :dataset S ∈ X n , sequence of algorithms At , t = 1, 2, . . . , k
for t = 1, . . . , k do
(i)
For all i ∈ [n], compute ρt
Pt
(i)
Determine active set St = (Xi :
j=1 ρj ≤ B)
(i)

(i)

For all i ∈ [n], set ρt ← ρt 1{Xi ∈ St }
Compute at = At (a1 , . . . , at−1 , St )
end
Return (a1 , . . . , ak )
Theorem 2.2. Algorithm 1 satisfies (α, B)-Rényi differential privacy.
Application to optimization. A popular approach to private model training via gradient descent
(GD) is to clip the norm of individual gradients at every time step and add Gaussian noise to the
clipped gradients [1]. Existing privacy analyses compute the overall privacy spent up to a given round
by using a uniform upper bound on the gradient norms, determined by the clipping value. In contrast,
the individual privacy filter allows utilization of data points as long as their realized gradients have
low norm. We state the generalization of private gradient descent with individual filtering in the full
paper version. We compare the accuracies achieved by the two algorithms on the MNIST [17] and
Adult [6] datasets, for a fixed (ε, δ)-DP budget. We fix δ = 10−5 . In high privacy regimes, namely
when ε is small, we observe that individual filtering achieves noticeably higher accuracies, as the
standard private GD algorithm misclassifies points which do not use up their gradient budget.

ε
0.3
0.5
1.2

MNIST accuracies
private GD
private GD w/ filtering
(92.80 ± 0.52)%
(93.18 ± 0.32)%
(94.62 ± 0.43)%
(94.90 ± 0.26)%
(96.56 ± 0.15)%
(96.56 ± 0.15)%
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Adult accuracies
private GD
private GD w/ filtering
(83.80 ± 0.22)%
(83.91 ± 0.12)%
(84.11 ± 0.15)%
(84.18 ± 0.10)%
(84.45 ± 0.13)%
(84.48 ± 0.15)%

Application to privacy odometers. Rogers et al. [22] define a privacy odometer, which provides an
upper bound on the running privacy loss, and does not require a pre-specified budget. By applying
a discretization argument, we make an observation that our Rényi privacy filter can be utilized to
design an approximate personalized odometer of an individual’s own privacy loss.
Algorithm 2 Individual privacy loss tracking via Rényi privacy odometer
input :dataset S ∈ X n , discretization error ∆ > 0, sequence of algorithms (At )kt=1 , index i ∈ [n]
(i)
(i)
Initialize odometer O1 = ∆ and set k = 1, T0 = 1
for t = 1, 2, . . . do
(i)
(i)
Compute at = At (a1 , . . . , at−1 , S), set Ot ← Ot−1
Pt
(i)
if j=T (i) ρj > ∆ then
k−1

(i)

end
end

(i)

(i)

Augment odometer Ot ← Ot + ∆, set Tk ← t, k ← k + 1

(i)

Corollary 2.3. Fix i ∈ [n], and suppose that ρj ≤ ∆ almost surely, for all j ∈ N. Let t be any time
such that

(i)
Tk−1

t: max{Dα
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≤t<

(i)
Tk .
(t)

(i)
Ot

Then,
upper bounds the individual privacy loss of point Xi at time


(i)
−i
A (S)kA (S ) , Dα A(t) (S −i )kA(t) (S) } ≤ k∆ = Ot .
(t)

Related work

The main motivation behind our work is obtaining tighter privacy accounting methods through,
broadly speaking, “personalized” accounting of privacy losses. Existing literature in differential
privacy discusses several related notions [15, 13, 24, 4], although typically with an incomparable
objective. Ghosh and Roth [15] discuss individual privacy in the context of selling privacy at auction
and their definition does not depend on the value of the data point but only on its index in the dataset.
Cummings and Durfee [4] rely on a similar privacy definition, investigate an associated definition of
individual sensitivity, and demonstrate a general way to preprocess an arbitrary function of a dataset
into a function that has the desired bounds on individual sensitivities.
Ebadi et al. [13] introduce personalized differential privacy in the context of private database queries
and describe a system which drops points when their personalized privacy loss exceeds a budget.
While this type of accounting is similar to ours in spirit, their work only considers basic and nonadaptive composition. The work of Wang [24] considers the privacy loss of a specific data point
relative to a fixed dataset. It provides techniques for evaluating this “per-instance” privacy loss for
several statistical problems. Wang [24] also briefly discusses adaptive composition of per-instance
differential privacy as a straightforward generalization of the usual advanced composition theorem
[10], but the per-instance privacy parameters are assumed to be fixed. As discussed above, having
fixed per-instance privacy parameters, while allowing adaptive composition, is likely to negate some
of the benefits of personalized privacy estimates. The work of Ligett et al. [18] tightens individuals’
personalized privacy loss by taking into account subsets of analyses in which an individual does not
participate. Within the studies in which an individual participates, however, they consider the usual
worst-case privacy loss, rather than an individual one. In addition, the analyses in which the user
participates are determined in a data-independent way.
Our work can be seen as related to data-dependent approaches to analyses of DP algorithms such
as smooth sensitivity [21], the propose-test-release framework [7], and ex-post privacy guarantees
[25]. The focus of our work is complementary in that we aim to capture the dependence of the output
on the value of each individual’s data point as opposed to the “easiness” of the entire dataset. Our
approach also requires composition to exploit the gains from individual privacy loss accounting.
Finally, adaptive composition of differentially private algorithms is one of the key tools for establishing
statistical validity of an adaptively-chosen sequence of statistical analyses [12, 11, 2]. In this context,
Feldman and Steinke [14] show that the individual KL-divergence losses (or RDP losses for α = 1)
compose adaptively and can be exploited for deriving tighter generalization results. However, their
results still require that the average of individual KL-divergences be upper bounded by a fixed
worst-case value and the analysis appears to be limited to the α = 1 case.
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